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Abstract

Digital transformation in Ukrainian local authorities aims to enhance public services,
strengthen citizen engagement, and improve transparency and efficiency. The United
Nations E-Government Survey (2022) classified Ukraine within the ‘very high’ category

of the Local Online Service Index, highlighting strong digital governance performance.
However, this study reveals challenges related to uneven implementation in newly
established communities (hromadas) due to lack of financial resources, cybersecurity
issues, lack of personnel, mindset, lack of internet quality, digital skills gap, which hinder
digital transformation in Ukraine’s local authorities. At the same time, platforms such

as Diia application, a state-developed platform in Ukraine illustrate how digital tools can
transform state - citizen interactions, making governance more inclusive and responsive.
This study identifies potential opportunities for advancing digital transformation, including
national educational programs for digital leaders (CDTO Campus), inter-municipal and
international collaboration, veteran engagement, and incentives, such as utility discounts,
tax stimulus, to attract digital specialists.
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Introduction

Digital transformation in local government in Ukraine began to take shape after the successful
decentralization reform that was launched in 2014 after the Revolution of Dignity by adoption of the
Concept (Cabinet of Ministers of Ukraine 2014) and subsequently provided communities with greater

financial autonomy and new opportunities for development. As observed by Matveieva et al. (2024), that
decentralization reform created the ground for the next stage of democratic transformation of the state by
implementing the digitization of its services. Moreover, as notes Fyshchuk (2024), decentralization and
digitization go hand in hand in the Ukrainian context, providing local authorities with new opportunities
for development and service delivery. Especially after a full-scale war, technology, modern infrastructure,
and cyber resilience have only confirmed the benefits and importance of digital transformation as one of the
foundations of Ukraine’s resilience (Omelianenko 2023). Additionally, the decentralized system of public
administration has enabled citizens to actively participate in local governance and shape public policy and
priorities, with digitization reforms further enhancing and strengthening this civic engagement (Matveieva

et al. 2024).

Digital transformation required mechanisms to assess regional disparities and outcomes. In response,
the Ministry of Digital Transformation of Ukraine (MDTU) has implemented an assessment framework
known as the Regional Digital Transformation Index (OECD 2024), which captures multidimensional
progress at the regional level. The index highlights how local communities differ in institutional capacity,
internet infrastructure, digital literacy, availability of online and offline government services, adoption of
basic e-services, industrial digitization, and overall business climate. Moreover, in November 2023 MDTU
launched CDTO Campus — a national educational initiative aimed at developing digital transformation
leaders, including Chief Digital Transformation Officers (CDTOs) and their teams for the local level
and in the public sector in general (CDTO Campus 2023). These initiatives demonstrate support at
the national level for digital transformation processes in local authorities. Municipal governance has
become a key area where the implementation of digital technologies has significant potential to stimulate
community development and, in turn, contribute to national progress (Demoshenko et al. 2022). Therefore,
understanding the directions and priorities of digital transformation at the municipal level is important
for shaping the broader digital progress of Ukraine (Semchyk et al. 2019). According to Belova et al.
(2023), the leaders of the digital transformation process in 2023 were large cities such as Lviv, Vinnytsya
and Khmelnytskyy, which were able to effectively use their resources and scientific potential to implement
innovative solutions in governance, citizen service, and local infrastructure development. The digital
transformation of local authorities in Ukraine during Russian full-scale invasion appears as an integral part
of modern management and development processes, driven not only by global digitization trends, but also
by specific challenges that have arisen against the backdrop of armed conflict. Digital transformation, in
this context, acts not only as a tool for effective response to crisis situations, but also as a strategic direction
for strengthening the resilience of Ukrainian local authorities and creating a foundation for their further
sustainable development (Belova et al. 2023).

'The basis of the digital transformation of hromadas' or territorial communities is the introduction of

modern information and communication technologies into all spheres of life (Fyshchuk et al. 2021) — from

resource management and public service provision to public security and interaction with citizens. Under
martial law imposed after a full-scale Russian invasion, Ukraine prioritizes digital solutions that are fast
(Kniazieva et al. 2023), mobile, able to adapt to rapidly changing conditions, and that ensure the continuity
of critical social and economic functions, including in local government (Belova et al. 2023). At the same

time digital transformation serves as an important element of Ukraine’s resilience and development,

1 Hromada refers to the third level of government, that is, local government.
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ensuring its adaptation to modern challenges and fostering economic growth as an opportunity even in
difficult conditions (Kubatko et al. 2025).

Taking a broader perspective, Demoshenko (2023) emphasizes how digital transformation increases the
efficiency and transparency of municipal governance. Furthermore, Zvonar (2021) views smart communities
as socio-economic systems that open new avenues for territorial development, while Piskokha (2022)
outlines key directions for building digital communities through local government reforms. Thus, these
studies deepen the transformative potential of digitization in local government, highlighting its importance
in shaping adaptive, inclusive, and innovative public governance practices in Ukraine. At the same time,
Khutkyy (2023) states that digitalization is a widespread trend in modern governance that takes many
forms and while it is technically merely a tool that can be used for good, it can have bad consequences
depending on its hidden intentions. As the use of digitization increases, so too does the vulnerability of local
governments to cyber threats (Yurchyshyn et al. 2024). Cyber threats are increasing due to the growth of
digitization, and local governments often lack sufficient resources, both financial and human, to be prepared
for them (Frandell & Feeney 2022; Norris et al. 2024; Fyshchuk &Pintsch 2025; Fyshchuk et al. 2025).
'Thus, digital transformation at the local level in Ukraine faces a wide range of challenges and opportunities.
As noted by De Mello and Ter-Minassian (2020), challenges include shortages of skills, equipment and

physical infrastructure, and emerging problems in cyber security risk management and data protection.

Methods and Study Overview

The methodology outlines structured approaches: a mixed-methods approach combining qualitative analysis
with semi-structured qualitative interviews conducted over a one-year period from May 2023 to May

2024 with representatives of local and central government, and document analysis that includes reports,
strategies, EU policy documents, academic papers, published interviews, and observation of the Telegram

channel ‘State Special Communications.’ Table 1 shows the overview of the sources of data.

Table 1. Overview of the data

I
Respondents: 20
Decision makers 10
Digital transformation experts 7
Cybersecurity specialists 3
Documents:
reports, strategies, EU policy documents, academic papers, published 390 pages

interviews, observation of the Telegram channel ‘State Special Communications’

'The interviews were conducted and coordinated as part of the project ‘Digital transformation in Ukraine
and EU integration’. Participation was voluntary, and written consent was obtained before each interview.
In addition, participants were informed that they could withdraw from participation at any time without
any consequences. The processing of personal data in this project was submitted to and approved by the

Norwegian Agency for Shared Services in Education and Research (SIKT).
As a former national trainer for Ukraine for the EU-funded U-Lead with Europe program for public

administration employees, I conducted 20 semi-structured interviews with relevant government officials,
decision-makers, cyber specialists and digital transformation experts. Given the current difficult and
sensitive situation in Ukraine, arranging interviews proved challenging, and the research encountered
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difficulties characteristic of studies addressing sensitive issues (Dickson-Swift et al. 2007). Many potential

respondents declined due to the sensitivity of the topic, citing reasons such as restrictions on their duties
as civil servants and military law. Others expressed fear of being interviewed; some simply did not have the
time. A total of 150 potential participants were contacted via email, instant messaging and telephone, and
most did not respond to the request. Thus, this approach was combined with a snowball method (Parker

et al. 2019) to contact respondents who agreed to be interviewed. Through these interviews, this paper
presents the key challenges identified by respondents. The responses were manually grouped into recurring
themes to highlight common patterns.

Digital Transformation in Ukraine: From State to Local Level

Ukraine is improving multi-level governance through ambitious reforms (OECD 2022). Regarding
digitization, the country is collecting valuable data on digital progress, including skills, across the country.
Furthermore, digital transformation fundamentally involves the integration of digital technologies into
public administration, changing the way institutions deliver high-quality public services and interact with
citizens. This shift includes the use of electronic platforms to implement effective communication strategies
that support and advance transformation processes (Fyshchuk & Evsyukova 2020). It enables change and
accelerates the strategic integration of digital technologies, especially within the framework of building

a service-oriented state (Fyshchuk & Evsyukova 2020), considering both current conditions and future
development. Moreover, in the field of public administration, digital transformation should be understood as
a fundamental shift in the way public authorities operate, focused on their ability to use digital technologies
to create and support a modern, service-oriented government (Fyshchuk & Evsyukova 2020).

Despite the ongoing full-scale invasion by the Russian Federation, Ukraine has achieved significant
progress in digital development. Indeed, the 42% increase in usage of the ‘Diia’app, which provides a
variety of digital government services, clearly reflects the shift to digital tools during ongoing full-scale
invasion (Kolodiziev et al. 2024). Briefly, Diia was initiated by President Volodymyr Zelensky and launched
in 2020. Ukraine’s e-government services are delivered through the Diia application, which was built on
the Trembita interoperability platform, and which offers low construction and maintenance costs, strong
safeguards against corruption, and more efficient services for citizens with access to mobile devices or
computers. At the beginning of 2025, Diia was recognized among the Best Inventions of 2024 in the Apps
and Software category for its remarkable impact and bold innovations that have simplified life for millions
who can now get married with just one click where one partner proposes and the second party says yes

within 14 days through the app Diia. (Time 2024).

Kolodiziev et al. (2024), highlight that full-scale invasion conditions require rapid adoption of digital
technologies to support essential services and governance across sectors. The increase in internet penetration
from 62% in 2019 to 78% in 2023 further reinforces this trend, suggesting that the conflict has accelerated
broader and more inclusive adoption of digital communications (Kolodiziev et al. 2024). However, more

concerning is the amassing of information and personal data by the Diia app, which leads the user to a

Telegram chat-bot where one can insert information whose further storage and use is unknown (Zarembo

et al. 2025; Avdieieva 2022).

At the same time, the government has moved all public data and services to public cloud platforms

abroad, ensuring digital resilience and the security and availability of critical information. Apart from this,

satellite connections have maintained uninterrupted internet connectivity (UN E-Government Survey
2024). Indeed, public—private partnerships, including collaborations with leading tech companies such

as Microsoft, Amazon and SpaceX, have played an important role in Ukraine’s digital transformation,
empowering the country to harness advanced technologies and digital infrastructure. Additionally, Ukraine’s

strategic digital approach ensures the protection of digital assets at the national and local levels for proving
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public services during the ongoing war, reinforcing its image as a resilient digital leader (UN_E-Government

Survey 2024). Despite the ongoing war, Ukraine’s E-Government Development Index (EDGI) ranking
improved significantly from 46th place in 2022 to 30th in 2024.

'This increase in the EGDI can be attributed to the advancement of technological initiatives, particularly
the Diia platform, Diia.Business and Diia.Education that support local digitization efforts. However, during
the January 2022 cyberattack on Ukrainian government systems, the Diia platform experienced temporary
disruptions, though service interruptions were resolved within a single day (Lapatina 2022). Moreover, it
is worth mentioning that the architecture of e-government in Ukraine includes a comprehensive suite of
digital solutions and physical service centers. The overview of the e-government architecture in Ukraine is

outlined in Figure 1.

User
\ 4
Repr(;)as;:rtatlon Diia Web Portal Diia App Diia Open Data Portal
4 4 A 4
Business layer Interoperability Platfotm - Trembita
o . Population Business Public
Data layer Unified Registry Platform registry registy Registry N
Figure 1.  Overview of the high-level architecture of e-government in Ukraine

Source: Ingram & Vora, Ukraine: Digital resilience in a time of war (2024).

Ukraine’s digital transformation has resulted in an impressive 15.5 million users accessing the Diia app
and its wide range of services. By December 2023, this number had grown by 27% to 19.8 million users
(UNDP 2024). Importantly, this surge reflects strategic policy changes aimed at strengthening the system’s
security and adapting Diia to better meet the demands of wartime conditions in Ukraine for both levels of

governance.

The Local Online Service Index (LOSI) is a component of the EGDI that measures the availability,
quality, and accessibility of online services provided by local or municipal governments. It reflects the level of
development in e-government service delivery at the city level by evaluating comparable features across local

administrations (United Nations 2022). The LOSI is a composite score based on an online assessment that

evaluates 86 indicators. It serves as a multi-criteria index measuring e-government development at the local
level by examining the accessibility of information and services offered by local governments through their
official websites. The 2022 LOSI indicators relate to five criteria:

- institutional framework (8 indicators)

- content provision (25 indicators)
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- participation and engagement (17 indicators)

- services provision (18 indicators)

- technology (18 indicators)

This multi-criteria index reflects the maturity of digital services and civic engagement tools made

available by municipalities worldwide. In 2024, the assessment was conducted in193 Member States among

the 42 cities in the very high LOSI group, 22 are in Europe, 11 are in Asia, 7 are in the Americas, and 2 are

in Oceania. Notably, Ukraine was ranked in the ‘very high’ LOSI category, achieving an impressive score of

0.8542 according to the report in 2024, which underscores the country’s remarkable progress in enhancing

local e-governance capacities — even under conditions of war (Table 2).

Table 2.

City Country LOSI City Country LOSI
value value

Tallinn
Madrid
Riyadh
Copenhagen
Dubai
New York
Istanbul
Berlin
Seoul
Singapore

London

Shanghai
Manama
Tokyo
Kyiv
Vienna
Bogota
Moscow
Sao Paulo
Montevideo

Helsinki

Estonia
Spain
Saudi Arabia
Denmark

United Arab Emirates

United States of America

Turkiye
Germany
Republic of Korea
Singapore

United Kingdom of
Great Britain and
Northern Ireland

China
Bahrain
Japan
Ukraine
Austria
Colombia
Russian Federation
Brazil
Uruguay
Finland

Source: United Nations (2024).

Cities in the very high LOSI category

0.9271
0.9271
0.9167
0.9063
0.9063
0.9063
0.8958
0.8854
0.8750
0.8750
0.8750

0.8646
0.8542
0.8542
0.8542
0.8438
0.8438
0.8438
0.8333
0.8333

0.8125 Luxembourg-Ville

Paris
Reykjavik
Rome
Riga
Zurich
Buenos Aires
Zagreb
Almaty
Auckland
Stockholm

Sofia

Toronto
Doha
Amsterdam
Oslo
Sydney
Warsaw
Vilnius
Guayaquil

Tel Aviv

France
Iceland
Italy
Latvia
Switzerland
Argentina
Croatia
Kazakhstan
New Zealand
Sweden

Bulgaria

Canada

Qatar

Netherlands (Kingdom of the)

Norway
Australia
Poland
Lithuania
Ecuador
Israel

Luxembourg

0.8125
0.8125
0.8125
0.8125
0.8125
0.8021
0.8021
0.8021
0.8021
0.8021
0.7917

0.7917
0.7917
0.7813
0.7813
0.7708
0.7708
0.7604
0.7500
0.7500
0.7500
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The results of the implemented Regional Digital Transformation Index (OECD 2024) indicate that
the highest-performing regions include Dnipro, Lviv, Ternopil, Vinnytsia, Poltava, Kharkiv, and Odessa
(see Figure 2). These regions are geographically dispersed across the country, demonstrating that digital
transformation is not limited by location; there is no clear divide between eastern, western, northern, or
southern Ukraine.

B Centre = East South 1 West
Zhytomyr

Rivne

Volyn

Vinnytsia

~ Kyiv
~ Cherkasy
o0

Lviv

Zakarpattia

Ivano-Frankivsk '

—\

Poltava

Luhansk

y W\
Temopil ’\ S S Sumy
\\ \ ~
Chemivtsi “( " Cherihiv
Khmelytskyi ‘ Kharkiv
' Donetsk

Figure 2. The Regional Digital Transformation Index in Ukraine 2023

Note: This index, developed by the MDTU, is measured on a scale from 0 to 1, where 0 represents the lowest level and
1 indicates the highest level of performance. The figure is based on 2023 data, with the exception of Luhansk Oblast,
where the data is from 2022. The index does not cover the temporarily occupied territories (Source: based on lonan, V.
(2024), Dezentralisatsia (2023)).

Importantly, the index provides a valuable benchmark for comparing digital transformation across all
24 regions of Ukraine. It assists regional authorities in analyzing, planning, and implementing digital reforms
(Ukraine’s index of digital transformation study reveals regional results (2022)). Moreover, the purpose of
the index is to provide a foundation for analyzing the level of digital transformation within regional state
administrations, and its results enable authorities, analysts, and other stakeholders to better understand and
optimize digital transformation processes across the regions. Table 3 highlights the Dnipropetrovsk, Ivano-
Frankivsk, and Odesa regions as leaders in overall digital transformation, demonstrating strong performance
across most sub-indices. In contrast, despite notable progress in areas such as internet development, digital
education, and the introduction of e-services, regions like Donetsk and Sumy continue to lag significantly.
Consequently, this underscores the need for targeted government policies and increased investment in digital
technologies to ensure balanced digital development across all regions of Ukraine.

Cosmopolitan Civil Societies: An Interdisciplinary Journal, Vol. 18, No. 2 2026
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Region International| Internet |Administrative| Paperless Digital Industry IT Sector
capacity |Development| Services Implementation|Education|Digitalisation|Development
Development
Vinnytsia 0.9 0.784 0.712 0.868 0.92 0.551 0.848
Volyn 0.88 0.87 0.808 0.865 0.624 0.947 0.747
Dnipropetrovsk 1 0.902 0.908 0.923 0.968 0.901 0.826
Donetsk 0.32 0.118 0.369 0.605 0.546 0.569 0.272
Zhytomyr 0.38 0.769 0.515 0.743 0.552 0.566 0.511
Zakarpattia 0.8 0.602 0.683 0.813 0.82 0.847 0.688
Zaporizhzhia 0.598 0.185 0.432 0.141 0.658 0.428 0.065
Ivano- 0.9 0.769 0.643 0.599 0.24 0.61 0.69
Frankivsk
Kyiv (Region) 0.685 0.689 0.744 0.718 0.542 0.728 0.534
Kirovohrad 0.32 0.619 0.589 0.622 0.524 0.528 0.454
Lviv 0.88 0.914 0.905 0.951 0.84 0.885 0.918
Mykolaiv 0.167 0.609 0.51 0.487 0.656 0.534 0.105
Odesa 1 0.849 0.706 0.819 0.52 0.904 0.601
Poltava 0.8 0.917 0.709 0.902 0.936 0.738 0.836
Rivne 0.96 0.609 0.653 0.853 0.472 0.733 0.752
Sumy 0.3 0.173 0.066 0.182 0.398 0.416 0.104
Ternopil 1 0.916 0.747 0.856 0.732 0.672 0.773
Kharkiv 0.728 0.926 0.696 0.809 0.968 0.809 0.773
Kherson 0.286 0.179 0.383 0.612 0.834 0.286 0.092
Khmelnytskyi 0.8 0.756 0.504 0.667 0.458 0.664 0.637
Cherkasy 0.656 0.595 0.711 0.731 0.586 0.687 0.719
Chernivtsi 0.5 0.374 0.733 0.74 0.546 0.589 0.447
Chernihiv 0.612 0.404 0.63 0.536 0.546 0.72 0.509

Source: Compiled according to data from the Ministry of Digital Transformation of Ukraine (2024)

As observed by Dziura and Magdich (2024), digitization in Ukraine continues to develop rapidly,
creating new opportunities for economic growth. However, there are challenges such as cybersecurity and
internet accessibility that need attention and solutions if the full potential of digital transformation in
Ukraine is to be achieved (Dziura & Magdich 2024). Additional obstacles include ensuring information
security and achieving public support for state-led initiatives to digitize public administration (Filipchuk

2021). Despite its achievements, Ukraine’s digital transformation still faces significant constraints, including

infrastructure deficiencies, personnel and financial limitations, and legal barriers (Kubatko et al. 2025).
These challenges are often reflected at the local level, where municipalities face additional challenges in
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implementing digital tools due to limited financial and human resources, varying administrative capacities,

and regional differences in access to technology.

Challenges of Digital Transformation in Ukrainian Local Authorities

Ukrainian local governments are constantly facing various challenges, and digital transformation is no
exception. Based on the collected interview data, six challenges were identified during the interview period
that Ukrainian local governments faced: (1) lack of financial resources; (2) cybersecurity and data protection
issues; (3) lack of personnel; (4) mindset; (5) lack of internet quality; (6) digital skills gap. The challenges are
ordered according to their frequency of mention. Figure 3 summarizes the six challenges. It is worth noting
that they cannot always be clearly distinguished, as they partially overlap and are interconnected.

C1. Lack of financial
resources

r

C2. Cybersecurity and data

protection issues

Digital C3. Lack of personnel

J ~—\ J N

transformation L
challenges in LA (
. . C4. Mindset
in Ukraine
| J
4 \

C5. Lack of internet quality

C6. Digital skills gap

| J

Figure 3.  Digital transformation challenges in local authorities in Ukraine

Source: Author’s own elaboration

LACK OF FINANCIAL RESOURCES

Covering basic needs takes priority over digital innovations during the war in Ukraine. As noted by
Matveieva et al. (2024), the war has made implementing the strategy of digital transformation in local
communities more challenging as they were forced to concentrate efforts and resources on dealing with

pressing issues such as compensating people’s losses and covering their basic needs instead of investing in

development of digital infrastructure and digital skills in communities, especially rural ones.

'This was highlighted by one representative from the southern region of Ukraine:

The procurement of expensive equipment is often met with public criticism, particularly when
budgetary resources are not allocated to the community’s most urgent and basic needs. As of
March 2023, 51 schools had been completely destroyed, along with extensive damage to residential
buildings, infrastructure, and medical facilities — highlighting the pressing priorities in the context

of ongoing full-scale war.

Another comment underscoring the critical importance of addressing basic needs relates to the allocation

of public funds for military purposes. A representative from the central region noted the following:

At the moment, 90% of our budget is spent on military needs.

Cosmopolitan Civil Societies: An Interdisciplinary Journal, Vol. 18, No. 2 2026
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Also, about limited budget and the allocation of finances towards military needs, a representative from the
eastern region said the following:

The budget is limited, since all funds are directed to military needs, and if funds are allocated for
something else, it is very disapproved of and negatively perceived in society, there is a full-scale war

going on in the country, and servers, for example, are very expensive.

CYBERSECURITY AND DATA PROTECTION

These issues have become a top priority as digital community systems become targets for cyberattacks.

An important aspect is protecting citizens  personal data, and information about municipal services, from
unauthorized access. “The main challenge for our community it is cyber attacks. We need to learn how to
deal with them as we have everything digital, and our website had cyber incident’, noted a respondent from
the northern region of Ukraine. Another aspect of data protection was mentioned by a different respondent:
‘Diia’s customer support offers communication via telegram, Facebook messenger, and Viber which creates
uncertainty regarding where this correspondence data is stored’. Indeed, this raises potential concerns
regarding cybersecurity and the protection of users’ personal information (Zarembo et al. 2025; Avdieieva

2022).

LACK OF PERSONNEL

'The need for personnel with more expertise in the digital field has already been identified by Norris et al.
(2019), Fyshchuk and Pintsch (2025), and Frandell and Feeney (2022). Ukrainian local governments face a
shortage of digital technology specialists, making them particularly vulnerable to cyberattacks. As the head

of one Ukrainian NGO emphasized, ‘Many communities do not have enough personnel in the digital field.

It is an insufficient number of personnel’.

Due to the ongoing war, public sector salaries are low, which diminishes the interest of potential

employees in joining. A decision-maker from the center region explains:

There is a shortage of personnel in the digital sector. At present, only one person is responsible for
all aspects of digitization. The community is trying to attract new employees, but few are willing to

work for $300 USD per month.

MINDSET

At the local level, a major challenge to digital transformation is the mindset barrier, encompassing the
attitudes, perceptions, and beliefs that shape the community’s way of thinking. A politician from the eastern

region of Ukraine expressed some concerns about the old-fashioned approach and digitization processes:

We have everything on paper. The site is not working properly. We have a problem with the mayor
at the moment and it is difficult to implement the Digital Strategy in our Hromada. As our mayor

had a Soviet Union mindset, and he did not think that digitization was necessary for the hromada’.

Additionally, a respondent from the southern region added, “The data can disappear, and it scares to use
digital approach’. Many residents of rural communities feel doubts and distrust of digital technologies,
linking them to the risk of errors when using online forms and insufficient awareness of existing electronic
services, which complicates the adoption and use of the latest digital solutions in everyday life (Belova et al.

2023).
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LACK OF INTERNET QUALITY

This is one of the most significant obstacles, especially in areas where infrastructure has been damaged
by fighting. Insufficient access or complete absence of high-speed internet seriously limits the ability of
rural residents to use digital services, which creates significant challenges not only for personal use, but

also for the development of local businesses and education (Belova et al. 2023). Moreover, Ivanova (2024)
highlighted that Ukraine faces a low level of fiber-optic internet connectivity and availability of internet-

enabled mobile devices, and that creates challenge in digital transformation mainly at the local level.
Because the majority of residents use mobile internet services, insufficient mobile coverage and its poor
quality reduce the population’s ability to seamlessly receive digital community services. ‘We have to go to
a certain area to connect to the internet because there are problems with internet coverage in our district’,
added a respondent from the northern region. Another comment provided by a respondent from a central
region community was that “There are problems with internet quality in our place, and we need better

infrastructure to improve this situation’.

LACK OF DIGITAL SKILLS

'This problem is particularly relevant for elderly public servants at local level administrations, who often
experience difficulties using online services due to a lack of the necessary skills and knowledge, which
creates a barrier to the implementation of digital technologies and services, reducing their accessibility
and effectiveness (Belova et al. 2023). As highlighted by a respondent from the western region, “There is
a need to improve digital and cyber skills for elderly employees in the administration as it is very relevant
nowadays’. Another respondent from a local authority in the northern region noted that:

There should be training for employees to improve their digital skills; however, this training should
not be provided online. We already have numerous online courses, and employees often try to
complete them in parallel with their daily tasks, which reduces their efficiency. In person training

would be more beneficial.

Furthermore, many local government employees still lack basic digital literacy, which significantly

increases institutional vulnerability. Basic practices such as activating two-factor authentication or avoiding
the transmission of documents through unsecured messengers are important components in digital
transformation at the local level. As a decision maker from an NGO mentioned, ‘At the local level, the lack
of digital skills remains a significant challenge, including such as using two-factor authentication, avoiding

opening unknown files, and refraining from transferring documents via Viber’.

Opportunities for Digital Transformation in Ukrainian Local
Authorities

Solving these challenges requires a comprehensive approach that includes improving internet infrastructure,
developing training programs, increasing the digital literacy of public servants and the population in general,
and developing initiatives aimed at increasing trust in digital technologies and services. The CDTO Campus
initiative provides digital skills to implement innovative technologies and promote digital transformation

in public institutions. “This is a great opportunity to learn new digital tools with different local leaders

from different regions of Ukraine during workshops on the CDTO Campus’, stated a respondent from the
western region. Another respondent from the central region added, “The CDTO campus just started its
work in the spring of 2024, and it is a good initiative that we can create a network to exchange knowledge

and skills in our digital industry with other representatives from different parts of Ukraine’.
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Apart from this, an important opportunity lies in the role of inter-municipal and international
cooperation — combined with community engagement and security awareness — in strengthening digital
transformation and cybersecurity at the local level. This includes city twinning and partnerships with EU
municipalities to enhance cybersecurity, such as participation in initiatives like Cities4Cities, which is an
inter-municipal partnership with municipalities in European countries launched in 2022 and promotes
direct cooperation between local authorities in Ukraine and the EU, supporting knowledge exchange on
digital service continuity, cyber resilience, and data protection standards (Cities4Cities). It also encompasses
involvement in programs and projects like U-LEAD and EU4Digital, application for EU grants aimed at
boosting local cyber resilience, and participation in inter-municipal cyber networks through workshops,
seminars, and conferences. As examples of digital transformation of territorial communities outside regional
centers, a number of initiatives can be highlighted: Hromada 4.0 — projects for digital transformation of
communities in Ukraine with a population of up to 50,000. This program brought together representatives
from 21 territorial communities, each of which presented its digital transformation projects aimed at
optimizing municipal governance, improving cybersecurity, and addressing other important aspects of

municipal operations. Among these initiatives, the following can be noted:

* the Hayvoronska community, Kropyvnytsky region, has developed a chatbot, Travel Hayvoronska,
that helps residents and tourists find all the necessary information for a comfortable trip (Hayvoronsk
urban territorial community).

* the Volodarska community, Kyiv region, has introduced a universal online platform for convenient and
accessible public services (Volodar settlement territorial community).

¢ the Bereznyanska community, Chernihiv region, has implemented an e-document management

system for modern routing and transparent work with documents (Berezna settlement community).

These and other projects demonstrate how rural territorial communities in Ukraine are integrating digital
technologies to improve the quality of life for their residents, demonstrating proactive leadership and
efficient management even in wartime. Participation in inter-municipal and international cooperation
fosters new ways of thinking, broadens vision, and enhances the leadership mindset in the field of digital

transformation at the local level.

To improve internet access and support digital service delivery during martial law and frequent power
outages, territorial communities across Ukraine have actively procured Starlink terminals. These efforts aim
to ensure stable communication for critical infrastructure such as public institutions and so-called Points of
Invincibility, which are essential to sustaining community life under current conditions. Since spring 2022,
tollowing Russia’s full-scale invasion, many communities, public institutions, and budgetary organizations
have acquired Starlink systems — either for free or using public funds. Notably, over 599 terminals valued
at more than 28 million UAH have been purchased through the Prozorro public procurement system

(Synytska 2023).

Regions such as Kyiv, Sumy, Dnipropetrovsk, Lviv, and Poltava led these procurements, reflecting the
urgent need for reliable internet to coordinate wartime operations (Belova et al. 2023). However, significant
price disparities — from 13,400 to nearly 70,000 UAH per terminal — highlight the challenge of setting

a unified pricing policy and the necessity for case-by-case procurement strategies (Belova et al. 2023).

Additionally, subscription payments pose administrative hurdles, as Starlink’s billing is designed for private
users. As a result, public institutions often rely on intermediaries to manage payments, underscoring the
need to adapt procurement and financing mechanisms to wartime realities while maintaining transparency,

accountability, and efficient use of public resources.

Given the significantly lower salaries in the public sector compared to the private sector, I'T professionals

are often more inclined to seek employment in the private sector to ensure financial stability. However,
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implementing targeted incentives such as utility discounts or tax stimulus, as suggested by Carlberg (2015),
could serve as a ‘carrot and stick approach to encourage I'T professionals, especially those who work
remotely and live in the community, to participate in local initiatives. One respondent, a cybersecurity
specialist from an NGO, suggested a potential solution: ‘At the beginning of a full-scale invasion, IT
professionals would join the IT front and work for free, but later return to their duties in private companies
and perhaps continue their collaboration, for example with some utility discount for their residence or tax’.
Another opportunity for the local authorities could be involvement of veterans in digital transformation at
the local level that would provide veterans with a useful purpose, engaging their minds, and giving Aromadas
more support in the digital field. As mentioned by the cyber specialist from an NGO, “The best patriots who
developed the I'T industry in Ukraine and who worked for I'T companies went to the war to defend our
land. If they are injured, but minds of such veterans work well, then they can work on another front’. For
example, in regions such as Chernivtsi, Zhytomyr, and Kirovohrad (Figure 2), where the lowest index scores
were recorded, engaging veterans in digital skills can contribute to their social integration while providing
tangible benefits to local authorities.

Conclusion
The period from May 2023 to May 2024, when the interviews were conducted, was marked by a full-

scale Russian invasion of Ukraine, which created significant difficulties for Ukrainian communities

in implementing digital transformation at the local level. While the growth of Ukraine’s EGDI and

LOSI values even during ongoing war shows the success and efficiency of the digitization of Ukrainian local
authorities, the interview data in this study shows that the problems of physical damage and the coverage of

primary needs are becoming much more acute than digital transformation.

The country has lost many citizens, and there are fewer who can continue to work as digital specialists at
the local level. Digital skills and literacy are increasingly essential in today’s digital age, especially as cyber
threats continue to rise in Ukraine. This study identified six main problems of digital transformation at
the local level in Ukraine: 1) lack of financial resources; 2) cybersecurity and data protection issues; 3) lack
of personnel; 4) mindset; 5) lack of internet quality; and 6) digital skills gap. Overall, these findings align
with issues highlighted in previous studies, though the full-scale war further exacerbates these challenges.
Furthermore, the study identified potential opportunities to advance digital transformation, such as inter-
municipal and international collaboration, active participation in national educational programs for digital
leaders such as CDTO Campus, veteran engagement, and incentives such as utility discounts to attract
digital specialists.

'The results of this study may also be useful for other local governments around the world outside
Ukraine, especially in the context of conflict, crisis, or structural transformation. Many municipalities around
the world face similar challenges, including limited financial resources, lack of personnel, cybersecurity
and data protection issues, lack of internet quality, mindset, and digital skills gap to balance the provision
of urgent services with long-term sustainable development goals. Local governments are vital for service
delivery and stability, and their vulnerability can have far-reaching consequences. It is crucial to support
the development of digital transformation at the local level, as the country’s overall progress can be
achieved more effectively from the bottom-up. At the same time, encouraging participation in networks
and the sharing of knowledge and skills can accelerate digital initiatives in regions with lower development
indicators. Additionally, international cooperation can create a favorable environment for long-term digital
resilience. By addressing these structural and capacity-related challenges, local governments in Ukraine can
become more adaptive, transparent, and service-oriented. Ultimately, effective use of digital transformation
will not only improve local governance, but also contribute to national stability, resilience, and integration
with broader European digital standards.
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There are several limitations of this study that should be acknowledged. The research employed a
qualitative approach during the period from May 2023 to May 2024 and focused specifically on that
timeframe. Another limitation is that the information obtained from the interviews is based on data
provided by the respondents themselves, and the perceptions of these government officials, decision makers,
digital transformation experts, and cybersecurity specialists may be biased or inaccurate.
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