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Figure 2 : Communication overhead vs. network size  Figure 3: Memory requirement vs. network size 

VI.  CONCLUSIONS 

A simple algorithm for generating 
an optimally-balanced complete hash 
tree is proposed in this paper. Given 
any number of leaf nodes, the 
algorithm builds a binary tree. Through 
mathematical analysis it is shown that 
the leaf nodes of the generated tree 
exists only on last and second-last 
level. Hence, it is concluded that such 
a tree is optimally-balanced complete 
hash tree. The complexity and 
memory requirement of the algorithm 
is )(nO  and it does not demand to 

represent the nodes in polynomial 
form to construct the tree. 
Experimental results show that, when 
the proposed algorithm is used for 
public key authentication in MANET; 
the AP and per node memory 
requirement remains optimal even 
though the number of leaf nodes are 
not of the order of power of two. 
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